EXCHANGE SECURI-SYNC

Explore the features that come when you include
Securi-Sync!
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LET’S TALK SECURITY

Traditional email security identifies incoming threats based on known
signatures to protect against malware, viruses and threats distributed via spam.
But today, many email attacks are laser focused and evade traditional detection
by adopting advanced techniques and targeting human nature. Adversaries mask
payloads by standing up zero-day domains, research their targets, and often
impersonate trusted parties to steal money and data. Email security engines based
solely on signatures or metadata are no longer enough to protect businesses from

these advanced attacks.
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Email Protection for Hosted Exchange is designed to protect your organization
from sophisticated, real-time email threats that can cripple or even take down
your business. It uses multiple industry-leading email scanning engines to
prevent spam, viruses, malware and phishing from reaching your mailboxes. Our
new Al Guardian layer builds on that by analyzing thousands of signals —
including the language of the email — to stop a wide range of targeted attacks that
evade traditional detection. Email Protection Premium with Al Guardian
Premium provides a threat dashboard for visibility into the types of attacks and
targets within your organization, along with configurable remediation options.
Email Protection with Al Guardian provides business email account holders with
industry-leading email protection, including Al-assisted protection, in a single

easy-to-use service.



ASK YOURSELF

Is Securi-Sync® for my business? Businesses meeting the following criteria are
candidates for Securi-Sync ®:

e Your business has offices in multiple locations.

e You have mobile, traveling, or remote employees.

e You currently use file servers, PC backup, file sync and share services or a
combination.

¢ You share very large files such as Design, Creative, Architectural, or
Engineering files.

e You have a need to comply with industry regulations such as in Health Care,
Finance, and/or Legal.

e You have a need to share files between departments, within the company or
with external business partners, vendors, or customers.
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KEY FEATURES

e Sync, access files from desktop, mobile, web

e Securely share files and folders inside and outside the company

e C(Collaboration, online co-editing

e Advanced anti-malware/antivirus from Bitdefender* integrated in Securi-Sync ®
e Real-time backup and point-in-time restore.

e Admin control over users, files, sharing, and devices.

e C(reate and edit Word, Excel, PowerPoint files online.

e (Co-edit files 1n real-time.

e Saves time and boosts collaboration.

e Integrates with Office Apps and Office 365®



SECURI-SYNC® FEATURES FOR END USER

Access to the most current versions of files, wherever you need them:
e Files are synced and backed up as soon as a document is modified.

e Sync and backup files on Desktop and in Documents, Music, Pictures, Videos and
Downloads folders

e Works across Windows®, Mac®, 1Phone, 1Pad, Android®, Windows Phone, and
BlackBerry devices

e File streaming on demand for complete access to files from Windows Desktop
with minimal footprint

e Automatic mobile backup of photos and videos for IOS® and Android®
e View, create and edit files directly from Securi-Sync ® web*
e Changes made offline are updated as soon as you connect to the Internet.
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Speed workflow with easy and intuitive file and folder sharing:

e Share files and folders with co-workers and colleagues inside your company as
well as vendors, business partners and customers.

e Manage access to folders with flexible, adjustable permission levels.
o (Co-edit files in real-time with multiple collaborators™

e Replace large email attachments with secure links with the Securi-Sync ® Outlook
plug-in.

e Manage sharing, collaboration, and versions directly from Word, Excel®, and
PowerPoint® with the Securi-Sync ® Office plug-in.



SECURI-SYNC® FEATURES FOR IT ADMINISTRATORS

Facilitate collaboration without losing control:

e Manage users, devices, settings, policies, and storage through HostPilot® control
panel.

e Get full access to end user content, adjust sharing permissions, and manage files
and folders with Admin File Management

e Remotely wipe Securi-Sync ® data from any device, helping to reduce risk of data
breaches in the case of lost, stolen, or decommissioned devices

e Use File Server Sync to mobilize file server files.
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Comprehensive protection of critical business data:

e Automatic backup of desktop and mobile files helps close gaps presented by other
file management solutions.

e Use mass restore to quickly roll back to previous versions of a file, folder or
multiple folders.

e Continuous and automatic scanning of files to protect against advanced cyber
threats by quarantining infected files. Securi-Sync ® is integrated with leading
anti-malware from Bitdefender.

e Significantly reduce downtime from ransomware attacks, lost or stolen devices,
hardware failure, or accidental file deletions

e Files are secured with at-rest and in-transit data encryption and further protected
with a unique encryption key for each customer’s account.

e Comprehensive policy management for devices, retention, and access



How SECURITY AND COLLABORATION COEXIST

File Backup & Sync

Restore

File and folder sharing

Collaboration & Content
Management

Security & Admin. Management

= Real-time backup

= Syncs content in
ShareSync, Desktop
& My Documents

« Windows, Mac, 105,
Android,
BlackBerry,
Windows Phone,
Web

= Restore to
previous
versions

« Restore to
point-in-time

= Mass restore
multiple files or
folders

Share via web-link

Share folders with
collaborators

External sharing included
Configurable sharing
permissions with sub-
folder sharing

Share from Office and
Outlook

Share with groups (Exch.
DLs)

= Co-edit files from Office
through plugin

= Co-edit files in real-time
with Office Online

» Shared folder content is
updated as soon as changes
are made

= Activity feed

» Selective sync

« Online search

= Versioning & file lock

= Automatic scanning of files to
protect against advanced cyber
threats like ransomware.

= At-rest/in-transit data encryption

= Unigue encryption key per
customer account

» Remote wipe of any device

= Audit Log

= Control over users, storage,
devices, files and sharing

= Backup and retention policies

= Prevent permanent file deletion
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WHY CHOOSE SECURI-SINC®?

. Protect your business from malware with advanced antivirus from Bitdefender,
cited by Forrester Research as a leader in Endpoint Security Suites (1).

. Replace multiple file management solutions with one, for a fraction of the cost.
. Integrates with Exchange, Active Directory, Outlook, Office, and Office 365®

. Available as a standalone service and included with all Intermedia® Office in
the Cloud™ plans.

. Expert onboarding assistance with 24x7 phone support for technical questions
. 99.999% financially backed SLA.
. Facilitates compliance with HIPAA, FINRA and other industry regulations.



COMPARE TO OTHER SERVICES:

File Sync and Share .
ShareSync Dropbox, Box, OneDrive, EarE:IE:tr:‘;:E Bﬁ:;l:hn File Servers
Google Drive » 0%, Hrasp
Web and mobile access [ ] o o o
Real-time backup (not scheduled) ¢ 0 [ ¢
Sync other folders ® [ ® ®
Point-in-time restore @ [ ¢ ®
File & Folder sharing and co-editing ¢ ] [ [
Data Loss Protection o [ o ®
Advanced anti-malware/antivirus ¢ ¢ o o
. . ...mobile access to files ..mobility and
..complete file ...improved data . .

ShareSync offers... . and more current collaboration without loss

management protection and control

backups of control

*Bitdefender is a leader in Endpoint Security Suites. Source: Forrester Wave™: Endpoint Security Suites, Q2 2018.
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(1) Source: Forrester Wave™: Endpoint Security Suites, Q2 2018.
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